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DEFINITIONS:
Protected Health Information (PHI) — individually identifiable health information held or
transmitted by a covered entity, or its business associates, in any form or media, whether
electronic, paper or oral.

PoLicy:
HealthPoint is a covered entity under the Health Insurance Portability and Accountability
Act (HIPAA), and is responsible for complying with the HIPAA Security Standards for
the Protection of PHI (Security Standards).

PROCEDURE:
I.  HealthPoint is responsible for the following actions under the Security Standards:

A. Ensuring the confidentiality, integrity, and availability of all PHI that it
creates, receives, maintains, or transmits;

B. Protecting against any reasonably anticipated threats or hazards to the
security or integrity of PHI;

C. Protecting against any reasonably anticipated uses or disclosures of PHI
which would violate the HIPAA Privacy Standards; and

D. Ensuring that its workforce complies with the Security Standards.

Il.  HealthPoint is responsible for selecting security measures that allow it to
reasonably and appropriately implement the Security Standards. HealthPoint
must take the following factors into account in selecting security measures:

A. The size, complexity, and capabilities of the organization

B. Its technical infrastructure, hardware and software security capabilities;
C. The cost of security measures; and

D. The probability and criticality of potential risks to PHI.
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I1l.  HealthPoint must comply with each standard included in the Security Standards.
The Security Standards also include two types of implementation specifications:
“Required” specifications and “Addressable”. A covered entity must implement
all specifications that are designated as “Required” under the Security Standards.
For implementation specifications that are designated as Addressable”
HealthPoint should do the following:

A. If the addressable specification is reasonable and appropriate for

HealthPoint, then the organization should implement that specification.

B. If the addressable specification is not a reasonable and appropriate
safeguard in HealthPoint’s environment, HealthPoint must:

1. Document why it is not reasonable and appropriate to implement the
addressable specification; and (ii) implement an equivalent security
measure, if that security measure is reasonable and appropriate to
achieve the goals for that implementation specification.

2. If there are no measures which are reasonable and appropriate in
HealthPoint’s environment, to achieve the goals for a particular
addressable specification, then HealthPoint must document the
rationale for not implementing a security measure in this area

IV.  HealthPoint must review and modify its security measures on an on-going basis,
as needed, to continue provision of reasonable and appropriate protection of PHI.

RELATED PoLiIcY:
HIPAA Risk Analysis

REFERENCES:
45 CFR 8§164.306(b)
45 CFR 8164.308
45 CFR 8164.310
45 CFR 8164.312

REQUIRED BY:
HIPAA Security Standards

ATTACHMENTS/ENCLOSURES:
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